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Cautionary Tale

Introduction
Infrastructure as Code (IaC) has changed how organizations provision and manage cloud resources. 
Terraform, HashiCorp's orchestration tool, enables teams to define complex cloud infrastructure 
declaratively, place it under version control, and deploy it consistently across environments. For 
governance, risk, and compliance (GRC) professionals, Terraform functions as a critical control point. 
Infrastructure changes become auditable, repeatable, and aligned with security policy.

Terraform's power introduces new failure modes. The tool itself is robust. Human operators, however, 
can break deployments in ways that compromise security, inflate costs, corrupt audit trails, and erode 
organizational resilience. This article examines the most common failure patterns, explains the 
mechanism of each failure, and provides prevention and remediation guidance.

These failures are not defects in Terraform. They are organizational, procedural, and technical failures 
that exploit gaps in governance, knowledge, and architectural safeguards. Each section distinguishes 
between what causes the problem, what the problem produces, and how to fix it. GRC professionals 
should read this as a control-gap analysis. Practitioners should read it as an operational checklist.

A note on terminology. The Terraform state file is a JSON record of every deployed resource. It is 
Terraform's source of truth. Drift refers to divergence between the state file and the actual cloud 
environment. A backend is where Terraform stores state, typically an Amazon S3 bucket. These terms 
recur throughout the article.

1. State File Deletion

Cause
Terraform maintains a state file that tracks resource identifiers, dependencies, outputs, and metadata. 
Deleting or losing the state file causes Terraform to lose its record of what exists in the cloud. This 
happens when an engineer clears a local directory without realizing state is stored there, or when an 
administrator deletes the S3 bucket that holds remote state to reduce costs.

# Local state deletion
rm -rf .terraform/
rm terraform.tfstate*

# Remote state deletion
aws s3 rb s3://ai-security-tfstate-608645727500 --force

Effect
Terraform no longer knows which resources it created. A subsequent terraform plan may 



propose creating every resource again. If terraform apply runs, Terraform attempts to create 
duplicates. The cloud provider rejects duplicate resources that carry unique names, such as KMS keys 
and VPCs. The result is a partially failed deployment and a set of orphaned resources that exist in the 
cloud but sit outside Terraform's management. For compliance-sensitive environments, orphaned 
resources represent an audit failure. They cannot be tracked or governed through version control.

Fix
Prevention centers on protecting state. Use a remote backend with versioning enabled, as your cloud 
baseline already does. Enable object versioning on the state bucket. Restrict bucket access with a 
bucket policy and access logging. Use state locking through DynamoDB to prevent concurrent 
modifications.

Recovery depends on what remains. If versioning is enabled, restore the prior state version.

# Recover state from S3 versioning
aws s3api get-object \
  --bucket ai-security-tfstate-608645727500 \
  --key baseline/terraform.tfstate \
  --version-id <VERSION_ID> \
  terraform.tfstate

If state is unrecoverable but resources still exist, rebuild state by importing each resource.

terraform import aws_kms_key.logs <KEY_ID>
terraform import aws_vpc.main <VPC_ID>
# Repeat for every resource

2. Manual Console Changes and Drift

Cause
Drift occurs when someone modifies a cloud resource through the web console, an API call, or an ad 
hoc script, bypassing Terraform. A security team may patch a security group rule during an incident. A 
compliance officer may adjust an IAM policy to grant contractor access. An engineer may disable 
bucket encryption during troubleshooting and forget to restore it through code.

Effect
Terraform's next plan detects the divergence. Depending on how the team responds, Terraform either 
reverts the manual change or conflicts with it. A well-intentioned security patch applied in the console 
can be silently undone by the next terraform apply. The manual change never enters git history, 
so the audit trail becomes incomplete. Security controls managed outside Terraform escape review.

Fix
Prevention requires removing the ability to make manual changes. Restrict IAM permissions so that 
only the Terraform deployment role can write infrastructure. Human operators receive read access for 



investigation, not write access for modification. Deploy cloud configuration monitoring, such as AWS 
Config, to detect drift automatically. Establish a policy that all infrastructure changes flow through a 
branch, a pull request, a plan review, and a pipeline deployment.

Recovery offers two legitimate paths. To keep a deliberate manual change, import it and update the 
code to match.

terraform import aws_security_group.main sg-12345
# Update the .tf file to reflect the new rule, then commit

To discard the manual change and restore the code-defined state, run terraform apply. Choose 
the path deliberately. Reverting a manual change without understanding why it was made can 
reintroduce the original problem.

3. Hardcoded Secrets

Cause
Sensitive values such as access keys, API tokens, and database passwords are written directly into 
Terraform files, variable files, or application code, then committed to git. Once a secret enters git 
history, it is compromised permanently, even if a later commit removes it.

provider "aws" {
  region     = "us-east-1"
  access_key = "AKIAEXAMPLEKEY"
  secret_key = "exampleSecretValue"
}

Effect
Automated systems scan public code repositories continuously for exposed credentials. Discovery 
occurs within minutes. An attacker who obtains valid cloud credentials can provision expensive 
compute, exfiltrate data, or delete resources. Organizations often learn of the breach through an 
unexpected bill or a provider security alert. Deleting the offending commit does not help, because the 
secret persists in history and in any clones or forks.

Fix
Prevention begins with never placing secrets in code. Exclude sensitive files with .gitignore.

.terraform/
*.tfstate
*.tfstate.*
.env
.env.local

Prefer short-lived IAM roles over long-lived access keys. Store secrets in a dedicated secret manager. 
Install a pre-commit scanner so that a commit containing a credential pattern fails before it reaches the 



remote.

Recovery must be immediate. Rotate the exposed credential first. Delay increases exposure.

# Rotate the exposed key
aws iam create-access-key --user-name deployer
aws iam delete-access-key --access-key-id AKIAEXAMPLEKEY

Then audit for misuse by reviewing CloudTrail for activity tied to the exposed key, and remove any 
resources an attacker may have created. Treat any confirmed misuse as a security incident and follow 
your incident response plan.

4. Variable and Environment Mistakes

Cause
Terraform uses variables for environment-specific values such as region, environment name, and 
account identifier. An incorrect variable sends infrastructure to the wrong destination.

aws_region  = "us-west-2"   # intended us-east-1
environment = "prod"        # intended dev

Effect
Infrastructure deploys to the wrong region, incurring avoidable data transfer and duplication costs. A 
staging deployment can overwrite production. Resources created in an unintended account become 
difficult to locate and manage. Because the error is silent, discovery may take weeks, and by then the 
cost and cleanup burden has grown.

Fix
Prevention relies on making mistakes hard to commit. Use explicit, descriptive variable names. 
Maintain a separate variable file per environment and pass it explicitly.

terraform apply -var-file="dev.tfvars"

Add validation blocks that reject invalid values before deployment begins.

variable "environment" {
  type = string
  validation {
    condition     = contains(["dev", "staging", "prod"], var.environment)
    error_message = "Environment must be dev, staging, or prod."
  }
}

Isolate environments in separate accounts, enforced by organization-level policy, so a variable error 
cannot cross an account boundary.

Recovery is straightforward if caught early. Stop the run, confirm the correct variable file with a plan, 



and destroy any resources created in the wrong location before redeploying correctly.

5. Accidental Destruction

Cause
The terraform destroy command deletes every resource defined in the configuration. A single 
command can remove encryption keys, databases, networks, and audit logging. Destruction happens 
when an engineer runs the command against the wrong environment, or when a pipeline runs destroy 
with automatic approval.

terraform destroy -auto-approve

Effect
All defined resources are deleted. Data that was not backed up is unrecoverable. Dependent services 
fail immediately. Audit logging stops. In regulated environments, the loss of logging and controls 
constitutes a compliance violation in itself. Recovery can take hours or days.

Fix
Prevention layers several controls. Never use automatic approval for destroy operations in a pipeline. 
Preview with a destroy plan and require human approval. Protect critical resources with a lifecycle 
guard.

resource "aws_kms_key" "logs" {
  lifecycle {
    prevent_destroy = true
  }
}

Use service control policies to deny destructive API calls from non-administrative roles. Isolate 
environments in separate accounts so that a destroy in one cannot reach another. Configure alarms that 
fire on deletion events.

Recovery depends on backups. Restore databases from snapshots, restore objects from replicated 
buckets, and redeploy infrastructure from code with terraform apply. Review the audit trail to 
confirm what was destroyed and when. The presence of reliable backups is the difference between a 
short recovery and a permanent loss.

6. Permission and Credential Failures

Cause
Credentials expire, and permissions change. Temporary session tokens have short lifespans. IAM 



policies are tightened or rotated. When Terraform's identity lacks a required permission, the 
deployment fails partway through.

Error: User is not authorized to perform: kms:CreateKey

Effect
A partial deployment leaves infrastructure in an inconsistent state. Some resources exist, others do not. 
The state file records a partial result, which complicates cleanup. Repeated runs may fail again at the 
same point until the permission gap is closed.

Fix
Prevention starts with verification before deployment. Confirm the active identity and its permissions.

aws sts get-caller-identity

Simulate the required actions against the deployment role to confirm access before running a plan. 
Rotate credentials on a schedule and update the deployment environment immediately after rotation. 
Prefer role assumption over long-lived keys.

Recovery is a sequence. Identify what was created with terraform state list, close the 
permission gap, then rerun terraform apply so Terraform completes the missing resources.

7. Backend Misconfiguration

Cause
Terraform stores state in a remote backend, commonly an S3 bucket paired with a DynamoDB lock 
table. If the bucket is deleted, the backend configuration points to the wrong location, or the KMS key 
protecting state is removed, Terraform cannot read or write state.

Effect
Terraform operations fail with backend access errors. Because state is inaccessible, no resource can be 
tracked or changed. The entire environment becomes temporarily unmanageable through Terraform, 
even though the resources continue to run.

Fix
Prevention protects the backend as critical infrastructure. Enable versioning and encryption on the state
bucket. Restrict deletion through a bucket policy. Treat the KMS key that protects state as a protected 
resource with its own deletion safeguards. Document the exact backend configuration so it can be 
reconstructed.

Recovery restores access. If versioning is enabled, recover the state object. If the bucket was deleted, 
recreate it with the same name and restore the object, then reinitialize.



terraform init -reconfigure
terraform state list

8. Circular Dependencies and Resource Conflicts

Cause
Terraform models resources and their relationships as a directed acyclic graph. A cycle, where resource
A depends on B and B depends on A, cannot be resolved. Conflicts also arise when two resources 
claim the same unique name or when a hand-edited configuration introduces an impossible ordering.

Effect
Terraform refuses to proceed and reports a cycle, or a run fails partway because a conflicting resource 
already exists. The deployment stalls. In the partial-failure case, some resources exist while others do 
not, which requires manual reconciliation.

Fix
Prevention favors clear, one-directional dependencies. Let Terraform infer dependencies from 
references rather than forcing order manually. Where a genuine ordering need exists, express it with 
explicit references, not with artificial constructs that create loops. Keep resource names unique and 
predictable through naming conventions.

Recovery involves breaking the cycle. Refactor the configuration so dependencies flow in one 
direction, often by introducing an intermediary resource or a data source. For a naming conflict, either 
import the existing resource into state or rename the new resource, then reapply.

9. Concurrent Modification and Race Conditions

Cause
Two operators, or an operator and a pipeline, run Terraform against the same state at the same time. 
Without a lock, both read the same starting state and write conflicting results.

Effect
State corruption follows. Terraform may record resources that do not match reality, or two 
simultaneous runs may attempt to create the same resource, producing errors and partial deployments. 
Corrupted state is among the most time-consuming failures to repair.

Fix
Prevention is a lock. Enable state locking with a DynamoDB table so that a second operation waits or 



fails fast rather than colliding. Serialize infrastructure changes through a single pipeline rather than 
allowing parallel manual applies. Establish a team norm that infrastructure deployment is a coordinated
action, not an individual one.

Recovery uses versioned state. If a lock is stuck because a process died, release it deliberately after 
confirming no run is active. If state was corrupted, restore the last good version from the versioned 
backend and reconcile any resources created during the conflict.

10. Version and Provider Drift

Cause
Terraform and its providers evolve. Upgrading the Terraform binary or the cloud provider plugin can 
change syntax expectations or resource behavior. Configuration written for an older version may no 
longer validate or may behave differently.

Effect
A plan or apply that once worked now fails validation, or produces an unexpected change. In a team 
setting, different operators running different local versions can generate inconsistent plans against the 
same code.

Fix
Prevention pins versions. Declare a required Terraform version and constrain provider versions in the 
configuration. Commit the provider lock file so every operator and pipeline resolves identical versions. 
Upgrade deliberately, review the changelog, and test in a non-production environment first.

terraform {
  required_version = ">= 1.6, < 2.0"
  required_providers {
    aws = {
      source  = "hashicorp/aws"
      version = "~> 5.0"
    }
  }
}

Recovery from a breaking upgrade is a controlled rollback. Return to the previously pinned versions, 
confirm a clean plan, then plan the upgrade as its own reviewed change rather than an incidental one.

Governance Perspective
Each failure above maps to a control gap that a GRC program should address. State protection maps to 
data integrity and availability controls. Drift prevention maps to change management. Secret handling 
maps to access control and key management. Environment isolation maps to segregation of duties. 



Destruction safeguards map to business continuity. Permission verification maps to least privilege. 
Backend protection maps to configuration management. Dependency discipline, concurrency control, 
and version pinning map to release management.

The pattern is consistent. Terraform does not fail on its own. It fails when the surrounding process 
lacks guardrails. A mature program treats the deployment pipeline as a controlled system, with 
preventive controls that make errors difficult, detective controls that surface drift and misuse, and 
corrective controls that enable fast, documented recovery.

For the practitioner, the operational takeaway is discipline. Protect state. Deploy only through code. 
Never commit secrets. Confirm the environment before every run. Preview every destroy. Verify 
credentials in advance. Protect the backend. Keep dependencies clean, serialized, and version-pinned. 
These habits convert Terraform from a source of risk into a source of assurance.

Conclusion
Terraform delivers consistency, auditability, and speed. Those same properties amplify the 
consequences of human error. A single command can create an environment, and a single command 
can destroy it. The difference between a resilient program and a fragile one is not the tool. It is the set 
of controls, habits, and safeguards that surround the tool.

The failures described here are common because they are human. They are also preventable. By 
treating infrastructure deployment as a governed process rather than an individual task, organizations 
gain the benefits of Infrastructure as Code while containing its risks. For GRC professionals, Terraform
is not merely an engineering concern. It is a control surface, and it deserves the same rigor applied to 
any other system of record.
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